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Cybersecurity Training and Certification Services
1. Scope of Services
1.1 The Contractor shall provide advanced cybersecurity training and internationally recognized certification to institutions within the administrative area of the Estonian Ministry of Defense (hereinafter: MoD), including its subordinate institutions and affiliated organizations.
1.2 The Contractor shall provide the Contracting Authority with the ability to select, purchase, and enroll in courses that are available in the Contractor’s online course catalogue or platform.
1.3 The Contractor shall provide access to certification exams, practice tests, and preparation materials, where applicable.
1.4 The Contractor shall allow flexible ordering of courses and certifications without requiring separate procurements.

2. Service Requirements
2.1 The Contractor shall provide advanced-level, specialist cybersecurity courses.
2.2 The Contractor shall maintain up-to-date course content aligned with current threat landscape.
2.3 The Contractor shall offer preparation for, and access to, globally recognized certifications where available for the specific course.
2.4 The Contractor shall provide a system delivering near real-time analytics on participant performance, including course completion, assessments, and engagement, with secure role-based access.
2.5 The Contractor shall provide Quarterly Business Reviews (QBRs) to the Contracting Authority.
2.5.1 Each QBR shall include an overview of participant progress, including the number of participants who have completed courses, those currently enrolled, and those requiring additional support.
2.5.2 Each QBR shall include benchmarking analysis comparing the performance of participants from the MoD with that of participants from comparable organizations (e.g., NATO Allied countries), where such data is available, including relevant certification metrics.
2.5.3 Each QBR shall include recommendations for future training and certification pathways, taking into account emerging cybersecurity threats and the evolving needs of the MoD.
2.6 The Contractor shall notify the Contracting Authority of:
2.6.1 any new courses that are relevant to the MoD’s training requirements and operational needs
2.6.2 any courses that are taking place in Estonia, the Baltic States, or Northern Europe.
2.7 The Contractor shall notify the Contracting Authority in advance of the expiry of any participant’s GIAC certification, providing sufficient time to enable renewal.
2.8 The Contractor shall provide a dedicated Customer Manager who will serve as the primary point of contact for the Contracting Authority for all operational support, course registration, and participant-related issues. The Customer Manager shall:
2.8.1 Ensure continuity and accountability by handling all communications directly.
2.8.2 Respond to inquiries or issues within 24 hours.
2.8.3 Escalate unresolved issues to higher-level support.
2.9 The Contractor shall review feedback from the Contracting Authority and, where feasible, provide alternative courses or recommend adjustments if a course is unsuitable, too advanced, or too basic, ensuring timely options for participants.
2.10 Upon receiving the Contracting Authority’s planned course participation schedule at the beginning of the year, the Contractor shall provide participants with optimal opportunities to complete the specified courses, including suitable dates and locations.
2.11 The Contractor shall ensure instructors hold relevant industry certifications (e.g., GIAC, CISSP, OSCP or equivalent).
2.12 The Contractor shall ensure participants have free access to all learning materials and tools required for the course. Costs for these materials shall be included in the unit price.
2.13 The Contractor shall provide all necessary equipment, except items participants must bring as indicated in the course description.
2.14 The Contractor shall provide training in English or if applicable in Estonian 

3. Course Requirements and Deliverables
3.1 The training shall be conducted either in person at a location designated by the Contractor or online, as agreed between the parties.
3.2 The Contractor shall maintain accurate records of participants’ attendance and promptly notify the Contracting Authority if a participant fails to attend all required sessions.
3.3 The Contractor shall provide confirmation of attendance and completion to the Contracting Authority.
3.4 The Contractor shall provide the course agenda, learning objectives, and prerequisites to the Contracting Authority and participants in advance of the training.
3.5 The Contractor shall issue training completion certificates to participants who successfully complete the training.
3.6 The Contractor shall provide all training materials, including slides, lab guides, and any digital resources used in the course, to the participants.
